
( )

. Washington Post CNN Reuters

Symantec

 (Industrial Control Systems)
.

IP  30 
.

Stuxnet

.

.

:
•Troj/Stuxnet-A [Sophos]
•W32/Stuxnet-B [Sophos]
•W32.Temphid [Symantec]
• WORM_STUXNET.A [Trend]
•Win32/Stuxnet.B [Computer Associates]
•Trojan-Dropper :W32 /Stuxnet [F-Secure ]
•Stuxnet[McAfee]
• W32/Stuxnet.A [Norman]
•Rootkit.Win32.Stuxnet.b [Kaspersky]
• Rootkit.Win32.Stuxnet.a [Kaspersky]

• Microsoft Windows 2000
•Windows 95
• Windows 98 
• Windows Me
• Windows NT 
•Windows Server 2003 
•Windows Vista 
•Windows XP on 32-bit Platforms

 .
.

» :

Mahdivaezi61@yahoo.com
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«.

VirusBlockAda
.

 (Siemens)

SCADA
  (Supervisory Control And Data Acquisition)

.

Symantec

 1388
.

Myrtus
Myrtus .

 .  « »

 .

Myrtus .
RTU (Remote Terminal Units )

SCADA
.

 19790509 
 «Habib Elghanian»  1979  9 

.

C++ C
 .

Rootkit
Symantec . Database

.
Kaspersky Symantec

 .

 .

.

 .

.

.
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Symantec  .
Kaspersky

 .
Print Spooler

) EOP Kaspersky
EOP  (

  .
Symantec

EOP Print Spooler

.

 .
 (w32.Downadup)

MS08-067  2008 
 .

 2008 Conficker
 2009

.
USB

PC Admin EOP

PCS 7 SCADA Siemens SIMATIC WinCC
 .

 MS08-067 Print spooler

 . SCADA
 (Programmable Logic Control) PLC Rootkit

 .
PLC

 .

JMicron Realtek
.

USB

.
System \drivers\mrxcls.sys

System \drivers\mrxnet.sys

mrxcls.sys
.

Display Name: MRXCLS 

Startup Type: Automatic

Image Path: System \drivers\mrxcls.sys

. Registry
HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Services\

MRxCls\»ImagePath»= « System \drivers\

mrxcls.sys»

mrxnet.sys
.

Display Name: MRXNET

Startup Type: Automatic

Image Path: System \drivers\mrxnet.sys

. Registry
HKEY_LOCAL_MACHINE\SYSTEM\
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CurrentControlSet\Services\

MRxNet\»ImagePath» =          « System \

drivers\mrxnet.sys"

.

• %Windir%\inf\oem6C.PNF

• %Windir%\inf\oem7A.PNF 

• %Windir%\inf\mdmcpq3.PNF 

• %Windir%\inf\mdmeric3.PNF

%System%\drivers\mrxcls.sys

 .

.

• %System%\drivers\mrxcls.sys 

• %System%\drivers\mrxnet.sys 

• %DriveLetter%\~WTR4132.tmp 

• %DriveLetter%\~WTR4141.tmp 

• %DriveLetter%\Copy of Shortcut to.lnk 

• %DriveLetter%\Copy of Copy of Shortcut 

to.lnk 

• %DriveLetter%\Copy of Copy of Copy of 

Shortcut to.lnk 

• %DriveLetter%\Copy of Copy of Copy of 

Copy of Shortcut to.lnk 

• %Windir%\inf\oem6C.PNF 

• %Windir%\inf\oem7A.PNF 

• %Windir%\inf\mdmcpq3.PNF 

• %Windir%\inf\mdmeric3.PNF

Registry
Subke

.
•HKEY_LOCAL_MACHINE\SYSTEM\CurrentControl-

Set\Services\MRxCls\»ImagePath» = «%Sys-

tem%\drivers\mrxcls.sys» 

•HKEY_LOCAL_MACHINE\SYSTEM\CurrentControl-

Set\Services\MRxNet\»ImagePath» = «%Sys-

tem%\drivers\mrxnet.sys»

.
• iexplorer.exe

• lsass.exe

C&C
HTTP

.
[http://[C&C SERVER ADDRESS]/index.

php?data=[DATA

. DATA
  •
  •
 •

SCADA  •
IP  •

XOR  31 
XOR C&C  .

 31 
 .dll

.
 80 

. C&C
• www.mypremierfutbol.com 

• www.todaysfutbol.com

C&C
 .

 .dll
.

RPC
 (Remote Procedure Call)
RPC .

:
 •
 •
 •
 •

lsass.exe  .dll  •
 .dll  •
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 .dll  210  •
.

 •

SCADA

Query
 .dll Siemens Step 7

 .
Step 7

.

• GracS\cc_tag.sav 

• GracS\cc_alg.sav 

• GracS\db_log.sav 

• GracS\cc_tlg7.sav 

• *.S7P 

• *.MCP 

• *.LDF

PLC Rootkit
SCADA

PLC  .

 .
PLC

%DriveLetter%\~WTR4132.tmp

kernel32.dll API
. Ntdll.dll

Kernel32.dll:
• FindFirstFileW 
• FindNextFileW 
• FindFirstFileExW

: Ntdll.dll
• NtQueryDirectoryFile 
• ZwQueryDirectoryFile

.

«.lnk»   •
«.tmp» «~WTR» •

 .dll %DriveLetter%\~WTR4132.tmp

%DriveLetter%\~WTR4141.tmp

 .
«LoadLibrary»

 .dll
Ntdll.dll

“LoadLibrary”

 .
Ntdll.dll Disk

 .dll

Ntdll.dll  .
 :

• ZwMapViewOfSection 
• ZwCreateSection 
• ZwOpenFile 
• ZwCloseFile 
• ZwQueryAttributesFile 
• ZwQuerySection

 .dll
iexplorer.exe  .

Firewall
.
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• vp.exe 
• Mcshield.exe 
• avguard.exe 
• bdagent.exe 
• UmxCfg.exe 
• fsdfwd.exe
• rtvscan.exe 
• ccSvcHst.exe 
• ekrn.exe 
• tmpproxy.exe

USB

.

hardcoded
.  .dll

• %DriveLetter %\~WTR4132.tmp 

• %DriveLetter %\~WTR4141.tmp

.

•  %DriveLetter %\Copy of Shortcut to.lnk 

•  %DriveLetter %\Copy of Copy of Shortcut 

to.lnk 

• %DriveLetter %\Copy of Copy of Copy of 

Shortcut to.lnk 

• %DriveLetter %\Copy of Copy of Copy of 

Copy of Shortcut to.lnk

Windows Explorer

 .lnk
%DriveLetter %\~WTR4132.tmp

 .
DriveLetter%\~WTR4141.tmp%

Realtek  .

. JMicron
RPC

 .
 %System%

. WBEM

 .dll
.

%DriveLetter%\ “DEFRAG[RANDOM NUMBER].tmp

USB
USB

.  21 

 24 
 2012
.
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Kaspersky Symantec

Print Spooler
EOP

.

.
AutoPlay AutoRun  •

Setup  •
Read-Only
. Setup

 •
•

Automatic Updates
Update

 •
Patche  .

.

• Microsoft Security Bulletin MS 10-046 
• Microsoft Security Bulletin MS 08-067
• Microsoft Security Bulletin MS 10-061

C&C  •
Router Firewall

 127.0.0.1 Local Hosts
:

•www.mypremierfutbol.com 
• www.todaysfutbol.com

 •
 (Symbols)

Dictionary Attack

.
 •

Firewall Deny

.
Root Administrator  •

 . Login
.

 •
ACL  .

.
 •

 .
Patch

.
DNS HTTP FTP Mail  •

patch
. Firewall

Email •
 .

.  .scr  .vbs .bat .exe .pif
 •

.
Bluetooth  •

Hidden

.

 .  « »

(IDS) Firewall
.

.
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